Email   TUTORIALS
Email

An email program controls sending, composing and receiving email. Most email programs can also be used to read postings on newsgroups.

Email is the electronic equivalent of sending a letter through the mail. There are many different mail reading programs or clients that control email but the basic functions are all the same. An email address directs a message to the recipient.
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Email addresses are made up of...

· the account name (often the users first initial and then the last name (sometimes only 8 characters)

· then the @ symbol

· then the name of the user's ISP
· the last 3 characters describe the type of service for the top level domain (TLD) name. For example .com stands for commercial domain, .mil - U.S. military, .gov - U.S. government, .net - network, etc...

· when an address has 2 characters it is a geographical top level domain (gTLD). For example .ca - is a domain registered in Canada, .au - is a domainregistered in Australia, .tv - is a domainregistered in Tuvla

· new TLDs are occasionally added including; .biz, .info, .name, .asia, .mobi

· in 2013/14 dozens of TLDs are introducted including: .africa, .berlin, .bid, .bike, .blog, .book, .buy, .buzz, .camera, .capetown, .career, .careers, .clothing, .club, .coffee, .construction, .contractors, .diamonds, .directory, .domains, .durban, .email, .enterprises, .equipment, .estate, .foo, .futbol, .gallery, .gift, .graphics , .guide, .guru, .holdings, .inc, .jetzt, .joburg, .kitchen, .kiwi, .land, .lighting, .llc, .london, .luxury, .menu, .music, .nyc, .onl, .online, .photography, .photos, .pink, .plumbing, .recipes, .reviews, .ruhr, .sexy, .shoes, .shop, .singles, .site, .tattoo, .technology, .tips, .today, .uno, .ventures, .viajes, .voyage, .web, .wien, and .wiki

As well as sending and receiving mail the recipient can;
· save the address for future reference in an address book
· reply to the original message

· forward the message to a third party

· edit a message

· check the spelling and a wide range of other options.

One of the services provided by your ISP is to provide a storage area or mailbox to collect email in. Email software programs control the transfer of this stored email by downloading the messages from your mailbox on your ISP's computer to your own computer. You must be connected to the Internet to do this.
An email message is made up of two parts; the header information and the body. The recipient's address (to), the subject, the sender's email address as well as other information is contained in the header. The content of the message is in the body. You can find out information about an email message by viewing the header content. Most email programs had a 'view header' option in the menu.

Email can be composed and sent as plain text or HTML. Plain text messages can be read by any email client but most modern email clients can compose and display email documents containing formatting such as bold, different font size and colour, images, etc.

New messages can be written or composed off-line (not connected to the Internet). If the ISP charges by the hour, connect to the Internet only to send and receive your email and then disconnect to read and compose your mail.

Many ISP's also offer web mail programs so that you can logon to check and send email using any internet accessible computer.

Some companies offer free email service that you can sign up for. These free services rely on a combination advertising and market research for revenue so your recipient may receive an advertisment with the email. Most free email accounts are accessed through a web browser where the user composes and reads their mail online. The benefit is that you can easily access your mail from any internet terminal and the address is easily disposable (if it gets added to a junk mail list for instance).

Most companies that offer free email services also extract information from the messages traveling through their system. People should always read the end user agreement to understand how their information is being used. Be sure to read the sections on privacy and how your information is being used. People are often suprised to discover that many services track every key press and every mouse click.

Many companies and large organizations also offer email services to their employees, clients and members. These email accounts are setup on a company network and messages are send and recieved through this private network. When setting up an account of this type alway read the end user agreement as companies track all activity on the networks. The end user agreement should let you know what is being tracked and give you an idea of how private your messages are.

You can also attach files to email messages to send picture, sound, documents, videos and other types of file with your email. Some email programs automatically open attachments such as photos and html code. Change the program's properties or options to turn this feature on or off.

Unrequested or spam email has become a problem on the internet. A large percentage of the email sent is this unrequested email which takes up bandwidth and causes prices to rise. Businesses must take time to sort through spam to find the legitimate email which also takes time and money. Most ISPs provide software that will filter out the worst of this email. If you find that you are receiving a lot of unrequested email contact your ISP to see if they can provide you with spam filters.

Email Attachments
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An attachment is a computer file or files placed inside an email message.

Email was originally designed to handle only plain text (no formatting, ie. bold, centering, etc.) which was transferred from one computer to another in a format called ASCII. ASCII is a standard across all computer types which makes e-mail universal. Today many modern email programs allow HTML (hypertext markup language) to be included in email messages which allow you to format your email messages with font sizes, bold, centre and such. The recipient must have an HTML capable email reader to see the formatting otherwise they will get a document marked up with HTML tags.

To attach a document to an email message drag the file attachment to the body of the message and drop it. An attachment can also be added by choosing File Attachment from the menu. Most modern email programs place a button on the Toolbar usually in the shape of a paper clip that you can click. A dialog box will open that allows you to browse and select the file that you want to attach. You can attach more than one file to a single email message. Don't move the original document until the message has been sent.

Most documents created on computer, such as word processing documents (Word, WordPerfect, etc.) or spreadsheet documents (Excel, Quatro, etc.) or graphic files (Corel Draw, Paint Shop, or .gif and .jpg files) are stored in their own unique binary code format. This binary format is determined by the program that the file is created with. Email documents are created as text files so in order to send a binary file or document via email, it must first be encoded into a text format and then attached to the email text message.

Such an 'encoded' document may end up looking something like this:

  ugAAANAAAAALAAAAAgD//zQAQgBvAGQAeQAgAFQAZQB4AHQAAABCAG8

  AZAB5ACAAVABlAHgAdAAAANMFCwAAAQAACwDT0wQdAAATAAD//wUAsA

  QAmA0AEA4AaBAAK5sdANPUGxkAgAEAAAgAigIAAAAAAACKAooCGQDU1

  BpXAIABAQAIAAAAAAAAAAAAHAD0GlwSGgkAABEJAAAAYAAYEQAAECoA

  VABpAG0AZQBzACAATgBlAHcAIABSAG8AbQBhAG4AAAAAAAAAVABUAAA

  AVwDU1AILAAABAAELANTUAwsAAAEA

These lines are all printable or lower-ASCII characters and can be sent via email. When it gets to your computer and you want to view the document, it first must be decoded or converted back to it's binary format before it can be opened. Today this is typically handled by your Email program.

There are several common encoding standards, the most popular being uuencoding, mime, and binhex. Not all email packages support even these three, let alone all the non-standard ones. If someone sends you a document encoded in a format that your email program doesn't support the email program will not decode the attachment.

The attached file must be loaded into a program to be viewed. For example, if the attached document was originally created in Microsoft-Word you need Word, Open Office or another modern word processor on your computer to work with the document. Most modern software suites can import documents from other suites.

Most modern email programs work hand-in-hand with your operating system to try and open the correct program required to view the document sent as an attachment. This is done by matching the file extension such as .jpg, .gif, .doc, etc... with a registered file type.

Viruses can also be transferred via email attachments. Because your email software handles the decoding of programs sent as attachments it is easy to infect your computer simply by opening an infected attachment. Always check email attachment with an anti-virus program before opening them.

There are several reasons why an attachment will not display properly or at all:

1. the encoded file is corrupted and cannot be decoded. This is usually due to damage in transit and happens very seldom these days.

2. the encoding type is not supported by your e-mail program and so the file cannot be decoded back to it's original type.

3. the attached document was created in a program that you don't have on your computer or is not a registered file type.

4. the email program has an option set which automatically locks attached files

When sending an attachment you should think about whether the intended recipient has the same program on their computer. When you are sending an attachment to someone you should always use a standard encoding process (the one that comes with your email program is usally best) and send the document in a format that the recipient can view. If in doubt, ask them first by email.
Attachments can also be used to send private and confidential documents by encrypting files. An encrypted file will require a password or an decryption key to unlock it before it can be viewed.

If your email software automatically locks attachments and you want to view the attachment you can change the program's settings by modifying the Preferences or Options.

If the formatting isn't important it's better to copy your text from the original program and then paste it into the body of a plain text email message rather than sending an attachment. Everybody's email software can read this 'plain text' ASCII format.

Messaging & Chat

Instant Messaging software, such as ICQ [image: image4.png]
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allows users to find friends and contacts through the Internet and communicate with them in real time. Users maintain a list of contacts which the software will notify when they are online and contact is available. To use an instant messaging service it is necessary to have and register software available on the Internet. Instant messaging allows you to chat, send messages and files and various other features but only with people you choose. Often the software and registration is free.

Cell phones and other handheld devices that can send text messages can use some messaging services to post or send a text to websites which can then be seen by people using the messaging service. Web messaging services like Twitter [image: image6.png]@



can also be used to send text messages to cell and handheld devices.

Some services also provide the ability to connect a microphone and video camera to your computer and talk and see your contact. Your contact can talk back and see you. Your comuter must be equipped with speakers or head phones to hear your contact.

Internet Relay Chat (irc) allows users to participate in real-time discussions with other users through the Internet. A user logs on to an irc site and then types messages and replies to others messages as they are written. Often an irc discussion has a topic and users will join to discuss this topic. Other irc discussions are free flowing and regardless of how centred the discussion is it can take some time to sort out the different threads of discussion in a busy irc.

Other software is used for online conferences with a famous or knowledgeable person contributing their time to answer questions and present information in real-time.

Along the same theme are online game sites where Internet users can compete against other users on the Net.

Newsgroups are discussion groups that are going on all the time. You can write a message and post it to a newsgroup in the morning and come back to read a reply to the message in the afternoon. You can also reply to other's messages.

[image: image7.png]



There are thousands of news groups covering as many topics. Some are moderated, meaning that a person who has knowledge or an interest in a certain topic will receive the message and read it before posting it. This keeps the discussion on topic. Most are not moderated and the discussion can go anywhere but it can be a great way to get a quick reply to your questions.

As well as the public newsgroups many organizations and companies will provide discussion groups or bulletin boards which focus on areas related to their own topics. This can be a great spot to find out more about an organization, find a solution to a problem you are having and participate in the discussions related to that company or organization.

One problem with posting a message to a discussion or newsgroup is that unscrupulous companies mine the newsgroups for email addresses and then send unsolicited email (spam) to the poster. It is recommended that you disguise your email address using your email software preferences or the bulletin board settings.

Many newsgroups have a publicly accessible faq. A faq is a collection of frequently asked questions that have been posted many times to a newsgroup. You may get a gentle reminder or a completely rude and insulting comment if you post a question that is on the faq. It is acceptable to post a question as where the faq is located and you may find that frequent 

End User Agreement
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When signing up for any service on the internet or installing software there is often an end user agreement or terms of use agreement that you must click on to indicate that you agree to the companies' policies. It is very important that you, the end user, be aware of what you are agreeing to when clicking this check box. There is a wide range of uses that are written in these agreements. Most are designed to explain what the rights and responsibilities of the user and company. Part of the agreement usually explain the companies privacy policies and how your information will be used.

Many user agreements have a clause which allows them to use anything you submit (upload, type, click, etc) without telling or paying you.

Most end user agreements are written in a legal format that the average person has difficulty understanding but make sure that you read the section on privacy and how your information is used.

Computer Viruses

A virus is a program designed by a computer programmer (malicious hacker) to do a certain unwanted function. The virus program can be simply annoying like displaying a happy face on the user's screen at a certain time and date. It can also be very destructive and damage your computer's programs and files causing the computer to stop working.

The reason why hackers create viruses are open for speculation. The most quoted reason is simply to see if it can be done. Other reasons are Ludite based "smash the machine" motivations, antiestablishment/anti-corporate actions, criminal intent, and various others that range into the "conspiracy theory" realm.

A virus take two basic forms
One is a boot sector viruses which infect the section of a disk that is first read by the computer. This type of virus infects the boot or master section of any disks that it comes in contact with. The second is a program virus that infects other programs when the infected program is run or executed. Some viruses infect both and others change themselves (polymorphic) depending on the programs they encounter.

Though viruses do not damage computer hardware there have been attempts to create programs that will do things like run the hard drive until it fails or lodge itself in the computer's clock (which has a rechargeable battery) allowing it to remain active even months after the computer has been unplugged. Other viruses affect certain microchips (BIOS chip for instance). These microchips need to be modified under normal computer use but the virus program can produce changes which cause them to fail. Other viruses will affect the characters or images displayed on the screen which may give the impression of monitor failure.

Viruses can cause a great deal of damage to the computers it infects and can cost a lot of time and money to correct it.

Computer viruses have been around for a long time, even before computers became widely used and they will likely remain with us forever. For that reason computer users will always need ways to protect themselves from virus programs. The main, common feature of a virus is that it is contagious! Their sole purpose is to spread and infect other computers.

A computer gets a virus from an infected file.

The virus might attach themselves to a game, a program (both shareware and commercial) or a file downloaded from a bulletin board or the Internet.

You cannot get a virus from a plain email message or from a simple text file! That is because the virus needs to be 'run' or executed before it can take effect. This usually happens when the user tries to open an infected program, accesses an infected disk or opens a file with an infected macro or script attached to it. A plain email message is made up of text which does not execute or run when opened.

Modern email programs provide the ability to allow users to format email messages with HTML and attach scripts to them for various purposes and it is possible for a malicious hacker to attempt to spread a virus by building a virus script into an HTML type of email message.

When you are accepting software or scripts on Internet sites or reading mail from unknown senders it is best not to run a program from that site or sender without checking it with an anti-virus program first.

Protect yourself
You can take safeguards against virus infection. The first thing is to get an anti-virus program. Most reputable companies that create virus protection programs release an evaluation copy that an Internet user can download for free and use for a certain amount of time. This anti-virus program will be able to check your computer for viruses and repair damage or delete files that are infected with viruses. You may have to replace infected files that cannot be repaired.

The second thing you can do is purchase a copy of the program. The reason for this is that viruses are constantly being created. When you purchase an anti-virus program you are also purchasing periodical updates which keep your anti-virus program up-to-date and able to deal with new viruses as they are encountered. Commercial virus programs also allow the user to customize when and how the program will check the computer for viruses. You will need to renew this updating service periodically.

If you find that your computer has been infected with a virus use an anti-virus program to clean your computer and make sure to check all the disks that you use. This includes all the hard drives on your computer(s) and all your floppy disks and CDs as well as any media that you save information on. Remember that the virus can easily re-infect your computer from one infected file!

If you have to reload your computer programs, use the original program disks. You may want to check your original disks before reinstalling the software. If your original disks are infected contact the distributor to get replacements.

Always take the time to ensure that your computer is properly protected. Spending money on a good virus checking program could save you hundreds of dollars and lots of time later.

A discussion of viruses would not be complete without mentioning hoaxes. Malicious people without programming skills will send out fake virus warnings causing people to take unnessary measures which often cause your computer harm. One example tries to get the unsuspecting computer user to delete an important system file by warning them that it is a virus. A legitimate virus warning will provide a link to a website operated by an anti-virus company with more information about that virus. Don't forward a virus warning until you have checked out whether it is legitimate.

Computer Security

As more people use email and more services such as banking, mail orders and subscriptions become available through the Internet computer security becomes a necessary part of using a computer. But how secure is the Internet and what is computer security?

Updating Software

It is very important to update your software periodically. When a program is released, particularly internet browsers, it may contain flaws usually referred to as bugs. These bugs may not appear to be a problem but criminals will attempt to use these flaws for their own use. Keeping your software up to date will help keep your computer secure.

Computers & Security

Before the Internet, computer security was limited to 'closed systems' or network computers such as offices or banks where only people physically in the office could use the computer system. It was quite easy for the network supervisor to set up user names and passwords and monitor all the activity on the network. People have become used to logging on before they can use these types of computers or resources.

With the advent of the Internet, computers users can now work in an 'open system' and security has become more complicated. Even though you can now connect your home or office computer to the Internet and perform remote transactions you still want to be sure that the transaction is secure. The transaction takes place through the Internet by routing the information through various computers before it reaches the computer you are connecting to. You want to be sure that no one observes the transaction along the way and collects or modifies your transaction information.

This is where computer security comes in. There are many different types of security systems though most use a process called encryption. When you connect to your bank or other service to make a transaction you are often required to send your account number or user name as well as a Personal Identification Number (PIN) or password for verification. This information should only be sent after establishing a secure connection. If you are using an Internet browser you will see a small closed lock appear in the window of the browser. Once you are connected to a secure server any information you send or receive is scrambled or encrypted using a mathematical formula and then reassembled or decrypted at the other end. The computer user usually will not notice this happening as they perform their secure transaction. Anyone with criminal intent who intercepts your transaction will be treated to a stream of garbled nonsense - (e.g.. qANQR1DBwU4D560EJv6XqrMQB)!

If this is the first time you use a new service you most often will need to setup an account and possibly download a small piece of software called a plug in which allows your computer to create the secure connection or link.

The transaction often involves the exchange of a small file that keeps track of the transaction and can act a flag or bookmark when you next visit that website. These small files are called cookies and are set by the website you are visiting. They can contain information such as the type of server you are connecting from, the type of browser you are using, the last site you visited and any information you volunteer. You can view the information stored in the cookie. Try a search for 'cookie' to find the cookies folder. Windows users can view any cookies they are storing in the folder C:\Windows\Cookies\.

Setting up security

As the most people won't be setting up their own secure server the scope of this section is limited to the topics of protecting email and small business or organizational transactions.

Email can be protected using a service or an application (program). There are others but the two that stand out currently are S/MIME and PGP. S/MIME requires the user to register with a 3 party service which issues a digital id that you attach to your message. Though this is usually a commercial service there is often a free introductory period. PGP is free for personal use or a commercial application for business use and is run from your own computer.

Both methods allow users to sign or attach a digital identification to the email message which verifies, to the recipient, that the message is from the original person or organization and that the information wasn't tampered within transit. These methods also allow the user to encrypt their message so that anyone intercepting the message wouldn't be able to read it. You can also decide the level of encryption from low; in which a nerd with some good software and enough time on their hands could possibly decrypt to high (128 bit) which would take a whole mountain of experts weeks to decrypt if even then. Most of us will choose somewhere in between as this process involves increased time and file size.

Both methods use key pairs of public and private keys. Your public keys is sent to everyone that you communicate through email with. Your public key can be sent through various methods including posting it to an internet service or sending it as part of an email message. Public keys can also be post on your website in a file. Your friends and associates can add your public key to a file called a key ring. When someone wants to send you a secure email the sender encrypts their messages with your public key. When you receive the email you must decrypt it using your private key. Many email programs will automatically verify that the message is authentic. You will need to type in your password to view the message.

Encryption also involves using the key pair but in reverse. Once your message is completed you encrypt the file using the recipient's public key ensuring that only the recipient can ever access that message with their private key. (Editor's note: Don't lose your private key!).

Small businesses and organizations that wish to offer transactions over the Internet or Ecommerce can take their chances and set up an unsecured system, set up their own secure server or purchase a service from a third party. There are various types including services that take a percentage of the transaction and/or charge a service fee and/or charge for each transaction. Some organizations are more reliable and you should always shop around before committing to a service. Because this type of service is so new the length of time a company has been operating is not always a way to decide. Things to watch for is downtime. If your company's website is operating properly yet the customer or user can't access the transaction server because it is down, too busy or misconfigured they will easily be put off perhaps entirely. Watch for contracts that lock you in as the market is still developing and prices tend to fluctuate. It is easy to switch services by simply changing the address on your website's order forms.

Security and Websites

As was stated at the beginning of this document the nature of the Internet is an open system. Having said that there are many reasons and many ways to set up a secure or closed system within this open framework. Private or member based discussion groups, private files or folders, protected databases, copyright material to name a few all need some way of allowing them to be distributed to the intended recipient only. Also many businesses are creating Intranets which are closed systems only accessible to registered users. An Intranet can provide a way of making company information easily accessible and allow branch offices to communicate with each other easier.

Account Security

Your website itself is protected by your ISP's software. When you attempt to access your web space to change or modify a file using a shell or ftp you are challenged to send your username and password. This is the first line of protection and adequate for many website administrators.

Server Security

The server that your website is installed on is the second line of protection. Most servers have security features built in to them allowing users to password protect folders or build scripts to send a username/password challenge to a user trying to access a file or folder. This allows website administrators the ability to create discussion groups within their site or to place confidential documents or information that is made available only to registered users on their own website. Unfortunately some ISPs either don't make this option available, charge a premium to use them or only allow their own employees to set them up.

Third Party Security

Another option includes contracting the protection of private files to a separate service, pay a third party to hosting a private discussion group or obtain web space on another server that allows access to security options. The entire Internet is as close as your computer connection and whether the file the user is viewing is stored in your own current web space or on another server is usually immaterial. When your customers, employees or members move from one page to another the consistency of the website is maintained by the design, not the address of the separate pages. It is also possible to control the address that is displayed if required.

Software Security

Another option is to use JavaScript or Java applets to control how customers or members access secure features. This option is only available to users who are using Java enabled browsers. Scripts and applets can control access to documents and databases, create content on the fly based on users input, detect the browser the visitor is using and direct them to the proper page, retrieve cookies and use that information to determine whether a user has access to a certain area or not, as well as many other uses.

Copyright

Copyright is protect using the same process as any original material (books, artwork, film, etc...). Anything that a user gets off the Internet should be treated as privately owned information unless otherwise noted. Anyone posting private information to the Internet should be aware that copyright law is not the same in every country and may be difficult to enforce. It is possible to set up a page that won't be stored on the users computer once they leave the site but that will only slow down not stop users who want to obtain information posted on a website. Notices of copyright are often added to the main page of a website sometimes with a link to a page describing the details of how the content can be used.

Is Security Necessary?

Though you may think that it is not necessary to setup security systems there are many reasons to consider it. I have come across a number of examples of people forging documents and email. A digital signature will be the only way to verify whether a document is genuine or not.

Many organizations need to discuss draft articles, changes to bylaws and other documents that could cause problems if they were made public before they are approved. A secure directory within your website is an ideal spot to store sensitive material making it available for members and people who have the proper password.

I would be remiss to not point out and as all articles on the subject also point out mining the Internet with malicious intent is also possible. One common malicious act is to search websites for email addresses and then add them to spam distribution lists. Unfortunately there is very little that can be done to counter this other than removing your email address from your web site but this makes it difficult for your customers to contact you.

Whether you decide to add a security component to your web site project initially it is a good idea to think about or have a discussion about web site security when planning the site. You should also review your security systems periodically whether that is changing your password or reviewing and updating your security system.
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